SALLUrr

MODERN SENSOR NETWORKS

Industrial communication protocols in brief



SALLUrrF

OBUDAI EGYETEM
OBUDA UNIVERSITY

SALLUrr

©) innovating automation

Emil Mogor

development engineer
PD-NMO, Balluff-Elektronika Kft

Balluff-Elektronika Kft. - PD-NMO - Zoltan Kasa, Emil Mégor 2



OE OBUDAI EGYETEM
OBUDA UNIVERSITY

SALLUrr

©) innovating automation

Zoltan Kasa

Head of PD-NMO,
Balluff-Elektronika Kft

Balluff-Elektronika Kft. - PD-NMO - Zoltan Kasa, Emil Mégor

SALLUrrF




SALLUrrF

'(”\ More than 30000

customers and partners Worldvgde

Comprehensive pOrth“O of sensor, On site in over 60 countries: with 3 7
identification and image processing solutions 'w own subsidiaries and numerous
including network technology and software ' . representatives °

“GLANCE

More thanlOO

years Balluff: since 19214 S experienced manufacturer with 6
Y production sites worldwide

4 generation FIU1 about 3600

« family-owned company milion EUR f 1 1111 employees worldwide.
° 504 in group sales 2021
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/== BALLUFF

1921: THE BALLUFF
STORY BEGAN

Automate, innovate, celebrate! >
One century of Balluff

1921 Gebhard Balluff founds the company as a
mechanical repair workshop

1956 Entry into sensor technology and further
development of the portfolio

1971 Founding of the first foreign subsidiary and
start of internationalization

2021 Continuous development of automation
innovations to meet customer needs

“GLANCE 100 g

sincel1921
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OUR PORTFOLIO

Human Machine Interfaces Machine Vision
and Optical Identification

Sensors

/

Power Supplies Connectivity Accessories Software System solutions
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... SINCE 33 YEARS IN VESZPREM

We are

The largest production site
Second largest R&D site

R&D halézat

@@
(0)
\ ]
'Y

Development office in
Budapest since 2022
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WHERE IS VESZPREM?

<\~

Veszprém-Balaton 2023
European Capital of Culture

‘\ /’ VEB 2023 EUROPEAN CAPITAL

OF CULTURE
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SENSOR NETWORKS - INTRO
Control theory — Basic terms

=3
Sensor: is a device which detects or measures a physical property @“' *‘\%
and records, indicates, or otherwise responds to it. Sewe,
Actuator: An actuator is a device that moves or controls some %

mechanism. An actuator turns a control signal into mechanical
action such as an electric motor..

Control: an operation that intervenes in a technical process in
order to start, maintain, ensure its course according to plan, change
or stop it.
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SENSOR NETWORKS - INTRO
Control loop

Sensors

Central

processing

unit Wiring

Actuators

Become important if:
= The system contains numerous sensors and actuators
= Distance between control unit and process is large
= Harsh environment of the process (temperature, pressure, liquids etc.)
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SENSOR NETWORKS - INTRO
Development of wiring systems
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SENSOR NETWORKS - INTRO
Distributed 1/0O

» Direct digital communication with sensors and actuators

» Digital, disturbance tolerant communication

* Access to the intelligence of sensors and actuators

+ Easy up- and download of parameters

* Central, online access to the diagnostic information of
field devices

 Uniform communication

Q IO-Link "1
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SENSOR NETWORKS - INTRO
Communication layers

SALLUrrF

Communication between

t

he levels

Management level ERP

Data server, visualization of productivity

Process control level MES
Engineering tool, control room, HMI

0000 Control level

EEEEE Open/closed loop control (PLC)
annn Field level
HEEE E Remote I/O, 10-Link Master

— = = e Sensor/actuator level
HEI = ‘H¢ B\ 1O-Link Device,
U Il . 4 =z binary/analog sensors/actuators
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Ethernet

Industrial Ethernet

t Fieldbus system

or
Industrial Ethernet

r

, Binary switching signal
Analog signal

10-Link

" Hart
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SENSOR NETWORKS - INTRO
Industrial communication protocols

Industrial communication protocols
Wired Wireless

Fieldbus Ethernet based .
SigFox

LoRA

|O-Link Wireless
Wireless HART
ZigBee

ProfibusDP Profinet
CAN/CANopen EtherCAT
DeviceNet Ethernet/IP
CC-Link CC-Link IE Field
Modbus Modbus TCP
AS-I SERCOS Il
(I0-Link) Powerlink
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SENSOR NETWORKS - INTRO
Protocol

The term protocol comes from Byzantine Greek. "profus’

means "first"; "kolld' means "one", from which the term
"protocol" was formed, which is the front sheet glued to the

papyrus rolls, on which the roll's data (official approval, date
of creation, etc.) were written.

Since in the original sense it actually meant order in the
archive, in this spirit it could be transferred to the field of
high-ranking secular relations - in its classical form diplomacy
- indicating the order to be followed.

Apart from its primary meaning (protocol = meeting minutes)
in most languages, the concept of protocol is increasingly
used in areas other than diplomacy in its second meaning.
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M2M communication is everywhere

Source: https://studyonline.ecu.edu.au/blog/securing-iot-unique-challenge-machine-machine-communication

Balluff-Elektronika Kft. - PD-NMO - Zoltan Kasa, Emil Mégor

SALLUrr

communication
Kommunication
kommunikdcio
AZa="%—v3ar
comunicacion
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M2M communication in automation

0000

0‘

O

Source: https://studyonline.ecu.edu.au/blog/securing-iot-unique-challenge-machine-machine-communication

Source: https://www.dreamstime.com/automation-icon-robotic-arm-icon-simple-vector-icon-automation-icon-robotic-arm-icon-white-background-image 142304714
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SENSOR NETWORKS - INTRO
The description of (industrial) communication protocols

,ogres are like onions.... Onions have layers. Ogres have layers. We both have layers.”

Communication protocols are like ogres and onions. They have layers.
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SENSOR NETWORKS - INTRO
The description of (industrial) communication protocols

Host A Host B
Application Layer *“'F’l?"“-ﬁ:'“" 'Ia?“ . Application Layer PP
protoco Software
t : /U pper Presentation = Totranslate, encrypt and compress data
) Layers
Presentation layer 4 . , .
Presentation Lﬂw & i 1 i Presentation Lﬂw S g = To establish, manage, and terminate session
protoco ession = API, Sockets, WinSock
S uw Session layer . uw Heart of 05| € L Tra ns pOI’t - aanalgreur\:iﬂdred;el::r;l:LE process to process message delivery
| o i |
protocol
N EtWOl’k - To movta pa.ckets from sc.lurce to destination
= To provide internetworking
Transport Layer o+ Transport layer » Transport Layer . = To organize bits into frames
PFOICICD' ;:_a rdware Data LI n k = To provide hop-to-hop delivery
ower
: * Layers . To transmit bits over a medium
I Physlca I To provide mechanical and electrical specifications
Metwork L.Fr ™ N IWU{I"‘( |El|],|'l!'l' Metwork L'Ti'“ Coax, Fiber, Wireless, Hubs, Repeaters
I protoco
Data-Link Layer I . Da ‘;'r':;fo“c'jl”“r . Data-Link Layer I

¥ ¥
Pw Lﬂw I‘ ph_vsit:al Iny‘er N th' uw I

protocol
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SENSOR NETWORKS - INTRO

Distributed I/O 1 .
service,
g maintenance,
settings

SALLUrrF

Industrial Ethernet

Fieldbus

|O-Link

Sensors and actuators
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SHORT LIVE DEMO

with a PLC, Gateway and |O-Link Devices



SALLUrr
can

are these protocols? CC-Link

utp PP!
https FTP Dress Code XML

UART PHP
VEB SPl OLED P

Gateway  FEthernet LAN
| Wi-Fi
Profinet IPG

C++

Bluetooth
WWW PLC



BALLUFF
QUIZ GAME

5 https PLC ML
Ethernet TP PHF;EB ppt
UTP Gatewda
Wi-Fi UART / Dress Code
.Blue’roo’rh UTP JPG | AN
Profinet CAN SPI c++

CC-Link www  OLED
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Please welcome on the stage...

Q IO-Link

|IO-Link is the first standardised IO technology worldwide
IEC 61131-9(2013) for the communication

with sensors and also actuators.

It is an open standard.



Simplification
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THE 0SI MODEL

7. APPLICATION

NETMAOFE PROCESS TO APPLICATION

6. PRESENTATION

DATA KEFRESCNTA RS ENDIYY o

t ) @ ¢ 3. NETWORK
-l G S v

e i e & ORTATHE




Q IO-Link

| PR [ ~_»  7-APPLICATION

Simplification
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Simplification

|O-Link model TCP/IP model Prolocols and services 0S|I model
f ~ Aoplicafi
HTTP, FTTP, pRAcoTON
Application Applicalion Telnel, NTP, Presentalion
DHCP, PING Cocc
\. BT oeiesseisissasassasessais s ieesiab i sen Z=2En
Transport TCP, UDP Transport
Nefwork IP, ARP, ICMP, IGMP Nefwork
Data Llnk - B 5255 ed naads s e AR AR SR AR R RS S A SRS RARS -
Physical | Interface | Ethernel Physical




Three layers implemented
from ISO/OSI
reference model

AL — Application layer
DLL — Data Link Layer
PHY — Physical Layer

SM — System Management

Balluff Elektronika Kft, Business Unit Networking
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Master Slave
Application Application
AL AL
SM | DLL DLL SM | DLL
PHY PHY PHY

|O-Link medium (cable)

28



|O-Link

|O-Link provides for digitalization of the
“last metre” of the communication
link to the sensors and actuators.

S e
| |
' QIO0-Link |
|
. —
® :‘-'- FERNuE
e
SDCI = Single-drop digital communication interface = 10-Link Aktor Sensor

SALLUrrF
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Placement of |O-Link

PLC / Host
—— & Parameter
Fieldbus controller i: j server
Fieldbus L — I i G
integration = = T -
T ’“_J__Zi:::::::g
Fieldbus interface ' Engineering:
R S H - configuration,
P T u parameterization,
- . Gateway application i: j diagnosis,
b . o .
Data identification &
I storage maintenance
Port 1,/ \ Port2 Portn
SDCI
Device Device Device
Application Application Application
Device

~ description |
L __F
SDCI = Single-drop digital communication interface = 10-Link
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Realization #2
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Realization #3
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W1 communicate, therefore I exist”
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e d

;«'

+ Thanks!

{

|O-Link Master >[ |O-Link Device ]
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Main characteristics

For sensors and :
- Cyclic communication
Fixed Baudrates Half-dupl icafi
(4.8, 38.4 230 4 kbps) alf-duplex communication

' ' ' ndent
Diagnostics Field-bus indepe

|O-Link Master (pl: CC-Link, Profinet, 'Et_hernet. ..)




Other aspects SALLUer

|O-Link Master >[ |O-Link Device J

Easy integration
svithetéseg : »
Maintenanceability
' ' Easy to use .
Low installation cost Compa""b‘“y

\[¢) spec'\a\ cables required
24 Volt compatible
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Logical channels

Nature of Data Data Categories Communication Transmission
Channel Type

Process 4{ Cyclic (default) ]
Valid, Invalid ]/

Y i
Direct Parameter > Page
(Page 1 or 2) 9
Configuration/
maintenance
Parameter ) (
(Index >1) | 1SDU

Input, Output

[ Operation

o~

On-request (acyclic) ]

Errors

[ Events Wamnings ] Diagnosis

Naotifications

Balluff Elektronika Kft, Business Unit Networking 40



Three levels of the communication

Application

Data Link

Physical



|O-Link Master >[ |O-Link Device J

TKEEHYN%lgyEI DSO - 40544, My5E4310568, 04.00.20014101303: Mon Feb 15 05:09:23 2016

= [ ] ]

-

;

UART characters

1110001 10000011 00010010 (0/24 Volt)



Application

Data Link

Physical

Three levels of the communication

Physical line driver

Device

Line

Master

IO

With 24Volt dig

ital /O

1

-
ISy

System

V+P

@ I0-Link

10-Link Interface
and

devices (IEC61131-2)

Pin | Signal | Definition Standard
1 L+ 24V IEC 61131-2
2 | Not connected, DI, or IEC 61131-2
DO
48/384/2304kbit/s | 3 | L ov IEC 61131-2
Q "Switching signal" DI IEC 61131-2
SUUuy (S10)
C "Coded switching" IEC 61131-9
IEC 60947-5-2 (COM1, COMZ2, COM3)
a— ! Lo T S
70, L- o | L 70y




Sent by the Master: M-sequence ("I‘«Essage sequence")
*MC: M-sequence control byte” Vaster message

*CKT: CHECK and TYPE byte  _ N

*PD: Output Process Data

UART UART UART Device message
*OD: On-request adat frame frame | | frame . N
. UART UART
Sent by the Device: frame | |  frame

*OD: On-request data
*PD: Input Process Data
*CKS: Checksgup and Status

Balluff Elektronika Kft, Business Unit Networking



Scope measurement
- One UART

- One Frame

- Cyclic Messaging



Application

Lo o o« Data:
Physical

16,4 <

Three levels of the communication

|O-Link Master

>[ |O-Link Device

\

J

MC: M-sequence control bajt
CKT: CHECK/TYPE bajt
OD: On-request adat

CKS: Checksum, statusz

| PD, | PD, | CKS_



Application

Data Link

Physical

Three levels of the communication

Master applications

1

Read

-

=T

Aciklikt m

(paraméterek)

K)

£ ‘ )
E . ' i
o Wite i | Events | Application
o T T l ) layer (AL)
g | | 1 1
® “ 1 A A R

E On-request da{a objects | | ; o : Process data objects
4 u y Data link
> 7 7’
Z DL N | 2 - DL layer (DL)

F— N N |‘ ?ort ) ) Port Physical

r - layer (PL)
Ny, ’
Ny o

Ciklikus
(méreési

adatq

System managemen

On-req uest data objegs

T
o
-

Process data objects

Read }
|

Write
[ | |

Input I N

Output

Device technology

P

@ I0-Link

10-Link Interface
and
System

Specification

Versien 1.1.2
Dby 2013

Order Moz 18,002




Application

Data Link

Physical

Three levels of the communication

meeo Il o oW
oD

TYPE_1_V [IME [ ckT 'W Moo ]

@ I0-Link

10-Link Interface
and

System

Specification

Versien 1.1.2
Dby 2013

Order Mo 10,002

P

- CKT | PD, | PD,

PD,

PD,

CKS

TYPE_2 5 CKT | PD

POy f-------{ PO, | ks |




Three levels of the communication

\

Application

|O-Link States

- Wake-up / Fallback
- Startup

- Preoperate
Physical - Operate

Data Link




Establish the communication

SIO versus |10O-Link

Pin4

24—V

dn-axem

Pin 4

Fallback

24V

0olS DO DI D2 D3 D4 D5 D& D7

Stop

S10 Mode
Device output

Q=

I
I
I
|
Q = high l
|

low

Wake-up request
b)
oo A

T

Ready to communicate

% undefined . % %Y High impedance, low level

N T N

“undefined
M NN

s
LSS
S

N
N

-l ___ LS

High impedance, low level

v

TREN

v

Balluff Elektronika Kft, Business Unit Networking



Establish the communication

Wake-up

500 us
_..: P_

1 I
WURQ I I Master
] - stortup
Master - . . |

I
Il e ———————————

L J

TDMT TDMT TDMT
- e

COMs  COM2 ComM1 Devi
vice
I start-up

Device

Balluff Elektronika Kft, Business Unit Networking gl



Establish the communication

Wake-up

B I . - B

Master j \.

] ]

1 ]

] I

] ]

: COoM3 com2 COM1 !

] I

1 1

SIO : No response .
Device : ; >

1 ]

D TDWU o

30 -50 ms

Balluff Elektronika Kft, Business Unit Networking




Establish the communication

Wake-up

Wake-up retry sequence
e

~ ~
I I I I I
I 1 1 I 1
I I I I I
I I I | 1
Master . ; ; T >
I ! 1 : :
1 I 1 I |
: BD 300 ms ! : - !
_ | Tpsio » | I .
Device : ' ! ] !
! < Tpsio ™ ! !
1 1
! “ Tpsio =: !
| :
h Isp g
0,9-1s

Balluff Elektronika Kft, Business Unit Networking



| Establish the communication

Fallback

MasterCommand "Fallback”

I 1

I ; [F 7
s
P!
[
e
[t

Master

Possible retries

L 4

SRR

S0

Device

MasterCycleTime

! :
La
"

JrFFBD

Figure 32 - Fallback procedure

Balluff Elektronika Kft, Business Unit Networking



Three levels of the communication

Data

Distance = 14.7 mm

Application

N\

( Cycletime (data excange
_rate) = 6 ms

v

Threshold = 10.0 mm

Physical




Three levels of the communication

Data + Description = Information

16,4 means
Object distance = 16,4 mm

Data Link I
Milyen jellemzét mér a szenzor?
Mi a mértékegység?
Milyen paraméterei vannak?
Milyen diagnosztikaval rendelkezik?
Ph y S | C a| Milyen funkciokat tud?

IO Device Description

Application

Description

Sensor



Service

Three levels of the communication
Maintenance

| Parameterization

PLC

Application

Data Link — ,
IODD |O-Link e
: O Devi 2 B
Physical 10 Device l__% u}

i
Terepbusz ‘J

|O-Link Master

o | 10-Link Device



Three levels of the communication o "

Recordltem Subindex  Datentyp bitLength bitOffset Value spocitonton
1 UlntegerT 14 2 0x32F1 o o s 1
2 BooleanT - 1 false s
3 g BooleanT - 0 true N
Octet 0 Octet 1
1414131211109 8 7 6 54 3 2 1.0 _
[13[12/11710]9 T8 76

APPICELIONS RuREFP AN Formal description

(data type, name, length)

Data Link

<Datatype xsi:type="RecordT" bitLength="16">
<Name textld="Tl_ProcessData"/>

I O D D <Recordltem subindex="1" bitOffset="2">
<SimpleDatatype xsi:type="UIntegerT" bitLength="14"/>
I IO Device <Name textld="TI_AnalogValue"/>
PhyS I Cal Description </Recordltem>

<Recordltem subindex="2" bitOffset="1">
<SimpleDatatype xsi:type="BooleanT"/>
<Name textld="TI_Signal2"/>
</Recordltem>



Schematic view of an IO-Link Device

What is in the box? \ | el | -3

SW

HW

IOL PHY,

|IOL Tansciever IOL Stack

by HW supplyer by SW developers or
from 10-Link Competence Center



The hardware

HW

IOL PHY,
IOL Tansciever

Source: https://datasheets.maximintegrated.com/en/ds/MAX14824.pdf

)

EN

IN

GND

MAX17501

X
FB

HH

L

v

v

‘ 1pF
v

— —270pF

:
2

3.3v L 4
1uF
10kQ E
Vce VL TXQ LDO33 Vs LDOIN
GPIO2 |-—e w Vo
SPI
:} C clQ
GPIO1 | WUEN
MAX14824
MICROCONTROLLER RX | RX
X | TXC o
RTS | TXEN
GPIO3 |-t LI
GND GND

Figure 12. Use an External Supply to Power the MAX14824




The software

Erzékelés

Jelfeldolgozas

Tavolsag adat

function call

firmware

I0L_SetProcessDataln() Receive_PD_OUT()

Digitalis szenzor
(pl: 10-Link BTL)

Transmit_PD_IN()

|OL Telegram

I0L_GetProcessDataOut()

13

Adat hozzaférés (a.) R -"';l\dat hozzaférés (b.)

folyamat

adatok

Aszinkron adat hozzaférés biztositva

IOL Device Stack - Process Data path

overview_of iol.png

1oL
> TeIIeOIr-am »| Master
g Stack

Folyamat

“| adat (PD IN)

Terepi busz modul

Request / Response by Interrupt (UART Irq Hnadler)

Receive:
Transmit:

IOL_PDO_ExtractFromFrame()

IOL_PDI_InsertInFrame




|IO-Link (device) Use Cases

Users of the protocol

@ IO-Link







